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Figure 1. The permission modes available in Claude Code, positioned by task autonomy and security. Dot colour indicates
maintenance friction. Auto mode targets high autonomy at low maintenance cost; the dashed arrow shows security improvement

over time as classifier coverage and model judgment get better.
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Figure 2: System architecture. The transcript classifier gates tool calls; the prompt-injection probe screens tool results.

Subagents run the same pipeline recursively, with handoff classifiers at delegation (can deny) and at return (warns only).
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Figure 3. What the classifier sees. Assistant prose, tool-call descriptions, and tool outputs are stripped; only user messages and
the executable payload remain.
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Two-stage pipeline

User-facing session

Provide reason
& allow retries
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Permission Stage 1
Tool call prompt ) g o
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Deny Allowed list think deeply
I
A4 Allow Deny
Execute &
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I 1
— Transcript + tool result H g Pattern scan :
&———— Result (+ warning-if-flagged) ' (injection signatures) :
S e e m E EEEEEEEEEEEEEEEEs ’
A4
Agent sees result
(+ warning)

Figure 4: Two stage pipeline. Allowlisted tools skip straight to execution; everything else goes to the classifier. Stage 1is a fast
filter tuned to cautious; only what it flags escalates to stage 2 with reasoning. Denials return to the agent with the reason, allowing
retries up to a limit. After execution, the Pl probe screens the result before the agent sees it.
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