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Visualizing risk and reward
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When bounds can be placed on the relative damage of an autonomous agent—such as through control over its environment—
high-utility capabilities can motivate deployment. Claude Mythos Preview is an example of a model whose blast radius was
deemed too high to ship in April 2026. However, we expect broader release of models with similar levels of capability to become
appropriate as defenders harden critical systems and safeguards mature—even though some risk will always remain. Model
capability is an important factor in the total risk of an agent’s deployment.
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Three components to defend: the model, the environment in which it runs, and the external content the agent can reach.
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Claude Cowork’s isolation mechanisms
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The six main isolation mechanisms of Claude Cowork’s VM. Two are enforced outside the guest kernel and would thus survive the
agent achieving root-level access within the VM. The other four are guest-enforced and kept deliberately minimal because the
outer layers carry the rest.
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Comparison: Full-VM vs host-loop

A - Full-VM mode B - Host-loop mode (shipped)
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Agent loop ——
l l VM sandbox
Code Local MCPs Local MCPs Code
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Having the agent loop inside the VM meant that any failure in the VM caused Cowork to become unusable. Host-mode is more

reliable because the agent can still respond if the VM crashes, and it still provides important security guarantees by isolating code
execution.
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Attack example: Exfiltration via approved domain

attacker’s key injection checks token
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________________________________________ 1
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Top: traffic to api.anthropic.com is let through, resulting in egress. Bottom: fix with a man-in-the-middle proxy intercepting traffic
to our API.
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