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https://www.claude.com/product/claude-code
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https://docs.claude.com/en/docs/claude-code/sandboxing
https://github.com/anthropic-experimental/sandbox-runtime
https://github.com/containers/bubblewrap
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Claude Code Sandboxing

User Claude code Sandbox

( Write ~/.bad_file —>
@ User Bash (python foo.py) bash -c ‘python foo.py’
HTTPS denied:443 —>
Network call
l Write ./README.md —>
: i Cm— .. .. Errors Domain
[ Failures shown to user ] Log listener | - streamed | So°¢°t socket

allowed:443

—
SOCKS proxy | €———— UDP/SSH/etc
[ Ask user for permission ] &—1— unknown:80 —

Socat

denied:443

Enls

[ Ask user for permission ] &—— unknown:443 —

Claude Code's sandboxing architecture isolates code execution with filesystem and network controls, automatically allowing safe
operations, blocking malicious ones, and asking permission only when needed.
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https://docs.claude.com/en/docs/claude-code/sandboxing
https://github.com/anthropic-experimental/sandbox-runtime
https://docs.claude.com/en/docs/claude-code/claude-code-on-the-web

Claude.com/code

GVisor Sandbox Git proxy Github.com
N

[eXeXe) Claude Code

[ ... Claude Code edits or creates some files ... ]

[ git add. ]%[ Auto-allowed ]

O 0O Github.com
[ git commit -m “..” ]%[ Sign this commit (auth=JWT) ]——) O 1. Validate JWT auth
O 2. Validate pushed branch name

[ git push ]%[ Push to github.com/foo/bar (auth=JWT) ]—% O 3. Validate pushed repo destination

o J/

Claude Code's Git integration routes commands through a secure proxy that validates authentication tokens, branch names, and
repository destinations—allowing safe version control workflows while preventing unauthorized pushes.
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